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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Work Item on introducing EVA in SCAS
Acronym: 
Unique identifier: 
 
Potential target Release: Rel-17
Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Impacts 
	Affects:
	UICC apps
	ME
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	Others (specify)
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	Don't know
	X
	X
	X
	X
	X


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	620062
	Security Assurance Specification for 3GPP network product
	SCAS for LTE

	790015
	Security Assurance Specification for 5G
	SCAS for 5G

	810037
	Study on SECAM and SCAS for 3GPP virtualized network products
	SCAS for virtualized network products


3
Justification

The motivation of this new study is to introduce EVA, i.e. Enhanced Vulnerability Analysis, back into 33.916. Current SCAS only covers BVT, i.e. basic vulnerability tests, e.g., port scanning, fuzzing test. During the study phase of TR 33.805, EVA was introduced in contribution S3-130859, and was deleted in S3-152369 by saying “as we decided to not have EVA in the present release of SECAM”. Then the SCAS specification was ready for pilot test which was lasting for 2 years. 
Recently, the NESAS scheme was officially published. NESAS scheme needs to refer to SCAS specifications to for evaluation testing, which means the SCAS specifications are very critical for the testing. However, a sound came to say the SCAS is not a well-defined or is an in very low level, because penetration test is lost in the scope. This will result the use of SCAS specifications in very limited scope. Therefore, it is a good time to reconsider to bring back the EVA in SCAS. To improve the strength of the SCAS work, EVA will be extremely valuable, also for the purpose of promoting the 5G security capabilities. 

Though EVA, such as penetration test, is a very common test method, which is used when doing security features evaluation, there are some issues still existing and questioned on itself, such as the test result relies on the experience of the tester. This means different testers may give different reports on the same product, and it will be unfair to all vendors, or leave a hole to vendors on selecting the test labs. This is the fundamental issue why EVA is not introduced in SCAS.
Thus, this study aims to address this fundamental issue as long as introducing the EVA, such as how to select a test lab, how to make the report trusted and fair to all vendors. 
4
Objective

The objectives of this study item are to: 

· Develop EVA, i.e. Enhanced Vulnerability Analysis, testing requirements and related test cases, such as penetration test;
· Define criteria to make the EVA as much as objective to all vendors;
· Evaluate the criteria and further define practicable and standardized instructions.
This study item may need to exchange views with GSMA SECAG group.
5
Expected Output and Time scale

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TR 33.xxx
	Introduce EVA into SCAS
	SA #92
June. 2021
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Work item Rapporteur(s)
Rong Wu, Huawei Technologies Co., Ltd. Raina.wu@huawei.com
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Work item leadership

SA3
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Aspects that involve other WGs
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Supporting Individual Members
	Supporting IM name

	Huawei

	Hisilicon

	

	

	

	

	

	


